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Nagashima Ohno & Tsunematsu is the first integrat-
ed full-service law firm in Japan and one of the fore-
most providers of international and commercial legal 
services based in Tokyo. The firm’s overseas network 
includes offices in New York, Singapore, Bangkok, Ho 
Chi Minh City, Hanoi and Shanghai, and collaborative 
relationships with prominent local law firms through-
out Asia and other regions. The firm’s TMT practice 
group is built for matters where multiple legal issues 
intersect. Drawing on specialists across privacy, tele-

coms, antitrust, IP, consumer protection, cybersecu-
rity, M&A, and dispute resolution, the firm assembles 
the right team swiftly and delivers a seamless one-
stop service from strategy to implementation. The 
firm’s cross-border capabilities are strengthened by 
deep familiarity with foreign laws, close co-ordination 
with its overseas offices, and trusted relationships 
with local counsel worldwide, allowing it to deliver 
consistent, efficient support on multinational projects 
and investigations.
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AI Regulation in Japan
AI Promotion Act
Background
On 4 June 2025, Japan enacted the Act on Promo-
tion of Research and Development, and Utilization of 
AI‑related Technology (the “Act”). This is Japan’s first 
piece of AI‑specific legislation. Although the Act does 
not explicitly address its applicability to foreign enti-
ties, discussions in the Diet (the national legislature of 
Japan) clarified that it is expected to apply to them as 
well. Therefore, foreign entities intending to engage in 
AI‑related business in Japan should take the Act into 
consideration.

The Act primarily sets out basic policies for AI research, 
development, and utilisation. It provides a framework 
for the government’s formulation of AI‑related basic 
plans, the implementation of basic policies, and the 
establishment of a national headquarters for AI strat-
egy. Many provisions function as foundational guide-
lines directed at national and local governments. In 
addition, the Act anticipates that guidelines will be 
established to ensure the appropriate research, devel-
opment, and use of AI‑related technologies in align-
ment with international norms.

Obligations of AI-utilising business entities
The obligations imposed on private enterprises are 
limited and set forth in Article 7. This provision requires 
any business entity that utilises AI‑related technolo-
gies (an “AI-utilising business entity”) to co-operate 
with measures implemented by national and local 
governments under the Act. Article 7 also encourages 

AI-utilising business entities to improve the efficiency 
and sophistication of their business activities and to 
foster the creation of new industries through proactive 
use of AI‑related technologies.

Although the Act does not prescribe penalties, Arti-
cle 16 authorises the national government to issue 
administrative guidance and advice to an AI-utilising 
business entity that violates its obligations. The gov-
ernment may also publicly disclose relevant informa-
tion, including – when deemed necessary – the name 
of the violating AI-utilising business entity.

The guidelines for appropriateness
In accordance with the Act, the government approved 
the “AI Basic Plan” on 23 December 2025, and the 
“Guidelines for Ensuring Appropriateness of Research, 
Development and Utilization of AI‑Related Technol-
ogy” (“Guidelines for Appropriateness”) on 19 Decem-
ber 2025. Under the Guidelines for Appropriateness, 
AI‑utilising business entities are expected to adhere 
to the following principles:

•	ensuring holistic appropriateness through AI gov-
ernance;

•	ensuring transparency to build trust with stake-
holders;

•	ensuring adequate safety;
•	maintaining a safe environment by securing busi-

ness continuity; and
•	considering stakeholders in light of the importance 

of data as the foundation for AI innovation.
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Although the Guidelines for Appropriateness are not 
legally binding, they are intended to serve as a ref-
erence for anyone conducting AI‑related business in 
Japan.

Government initiatives
Although the Act has been enacted, it primarily func-
tions as a basic framework statute. Japan continues 
to rely heavily on a soft‑law approach to AI regulation 
– focusing on non‑binding guidelines, principles, and 
voluntary frameworks rather than strictly enforceable 
laws. For that reason, it remains important to monitor 
the government’s ongoing AI initiatives.

In 2024, the Ministry of Internal Affairs and Commu-
nications and the Ministry of Economy, Trade and 
Industry jointly released the AI Guidelines for Busi-
ness Version 1.0, which have since been updated to 
Version 1.1. These guidelines outline the fundamen-
tal concepts and efforts needed for the development, 
provision, and use of AI. They are intended for all AI 
business actors involved in developing, providing, 
or using AI across various sectors. Although legally 
non‑binding, developers and providers of AI services 
should consult these guidelines when planning to offer 
AI services in Japan.

In addition to the AI Guidelines for Business, there 
have been other notable government initiatives. 
Among these developments, the authors would like 
to highlight the following two.

Principle‑Code for Protection of Intellectual Property 
and Transparency for the Appropriate Use of 
Generative AI
One significant development in this area is the move-
ment toward the Principle‑Code for Protection of Intel-
lectual Property and Transparency for the Appropriate 
Use of Generative AI. A draft of this framework was 
published in December 2025 and, as of January 2026, 
is undergoing public consultation (the “Draft Genera-
tive AI Principle‑Code”). The initiative stems from pol-
icy discussions focused on addressing concerns and 
risks related to generative AI and intellectual property.

The Draft Generative AI Principle‑Code aims to set out 
principles for measures that generative AI developers 
and providers (“Generative AI Business Operators”) 

should take to ensure transparency and the protection 
of IP. The Draft Generative AI Principle‑Code primarily 
outlines the following three principles.

•	Principle 1: Disclosure – Generative AI Business 
Operators should disclose information relating to 
the models used, the training data, accountability 
structures, and measures implemented to protect 
intellectual property.

•	Principle 2: Responses to rights‑assertion inquir-
ies – Generative AI Business Operators should 
respond appropriately when a party preparing to 
assert its rights (for example, considering litigation) 
requests disclosure of specific information.

•	Principle 3: Responses to creator inquiries – Gen-
erative AI Business Operators should also respond 
when a person who generated content using gen-
erative AI requests disclosure of particular items.

Principle 1, in particular, would impose substantial 
disclosure expectations on Generative AI Business 
Operators. The Draft Generative AI Principle‑Code is 
structured on a “comply or explain” basis rather than 
a mandatory disclosure regime. This means operators 
are expected either to follow the principles or, if they 
do not, to explain the reasons for non‑compliance.

Although intended to be legally non‑binding, the 
government is considering incentives to encourage 
adherence. One proposed incentive is publicly listing 
compliant Generative AI Business Operators, which 
may promote voluntary compliance.

It is also important to note that the Draft Generative 
AI Principle‑Code has faced significant criticism from 
AI business operators. As a result, the framework may 
undergo substantial changes through the ongoing 
public consultation process.

The Guideline for Japanese Government’s 
Procurements and Utilizations of Generative AI
In May 2025, the Japanese government published 
the Guideline for Japanese Government’s Procure-
ments and Utilizations of Generative AI for the Sake 
of Evolution and Innovation of Public Administration. 
The guideline establishes a governance framework for 
the use of generative AI within government and sets 
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out rules for procurement and operational use by indi-
vidual ministries and agencies.

For example, it outlines specific requirements that 
developers of generative AI systems for government 
must address, and it identifies items that should be 
included in specifications and contracts with procure-
ment applicants. While the guideline does not impose 
legal obligations on private-sector businesses gen-
erally, it serves as an authoritative reference for any 
provider seeking to supply generative AI solutions to 
the Japanese government.

Legal actions in Japan
Regarding copyright infringement arising from the 
use of copyrighted works in the development of 
generative AI, courts in the United States and other 
jurisdictions have already issued decisions, but no 
court judgments have yet been published in Japan. 
A particularly noteworthy development is a series of 
lawsuits filed against Perplexity by major newspaper 
publishers.

In August 2025, The Yomiuri Shimbun, one of Japan’s 
leading newspaper companies, filed suit against Per-
plexity in the Tokyo District Court, seeking an injunc-
tion against alleged acts of copyright infringement 
and approximately JPY2.1 billion in damages. Subse-
quently, Nikkei Inc. and The Asahi Shimbun Company 
filed similar lawsuits. These publishers allege that Per-
plexity infringed their copyrights by using their news 
articles to train its AI and by providing summaries of 
these articles without authorisation.

In addition, 48 companies affiliated with Kyodo News 
issued a warning letter demanding that Perplexity 
cease the unauthorised use of their articles and com-
pensate them for damages, asserting that such use 
constitutes copyright infringement.

Although the courts have not yet issued decisions in 
these cases, any ruling will likely become the first judi-
cial precedent in Japan concerning the use of copy-
righted works in the development of generative AI. 
Accordingly, these proceedings warrant close atten-
tion.

Cybersecurity
Developments in active cyber defence
Overview
Amid growing national security concerns over major 
cyberattacks targeting critical infrastructure, Japan’s 
National Security Strategy, approved by Cabinet deci-
sion on 16 December 2022, introduced the concept of 
Active Cyber Defense (ACD). To build the capability to 
implement ACD – aimed at preventing serious cyber 
threats that may not reach the level of an armed attack 
but still pose national security risks – the government 
plans to advance measures such as:

•	strengthening public–private collaboration;
•	utilising communications‑related information; and
•	accessing and neutralising attackers’ servers and 

related infrastructure.

As part of the legislative effort to support ACD, the 
Act on Preventing Damage Caused by Unauthorised 
Acts Against Important Computers and the Act Con-
cerning Development of Laws Related to Enforcement 
of the Act (collectively, the Cyber Security Capability 
Enhancement Act and the Supplementary Act) were 
promulgated on 23 May 2025.

Additionally, on 1 July 2025, the National Centre of 
Incident Readiness and Strategy for Cybersecurity 
(NISC) was reorganised into the National Cybersecu-
rity Office, which now functions as Japan’s central 
authority for cybersecurity, responsible for cross‑gov-
ernment co-ordination and strategic planning.

Outline of the Cyber Security Capability 
Enhancement Act and the Supplementary Act
These acts are scheduled to come into force around 
autumn 2026. Their outline is as follows.

Strengthening public–private collaboration

Under the Cyber Security Capability Enhancement Act 
and the Supplementary Act, core infrastructure opera-
tors – defined as businesses providing essential soci-
etal infrastructure such as electricity, gas, water, and 
railways – are required to report to both the competent 
minister and the Prime Minister when they become 
aware that the security of their important electronic 
computers has been compromised by unauthorised 
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access, or when they detect certain events that may 
cause such compromise. Failure to comply with this 
reporting obligation may result in penalties.

If the competent minister or the Prime Minister 
becomes aware of vulnerabilities affecting important 
electronic computers, they may provide relevant infor-
mation to the suppliers of those systems and may 
request that the suppliers take necessary measures to 
prevent potential cyberattack‑related damage.

Utilising information related to telecommunication

To better understand the realities of cyberattacks in 
Japan, the Cyber Security Capability Enhancement 
Act and the Supplementary Act allow for the analysis 
of information related to telecommunication. Under 
these laws, the Prime Minister may obtain telecommu-
nication‑related information through agreements with 
core infrastructure operators, and may also acquire 
such information without consent when necessary. To 
protect the secrecy of communications, acquisition 
without consent is only permitted with prior approval 
from the independent Cyber Communications Infor-
mation Oversight Commission.

The provisions enabling the acquisition of telecom-
munication‑related information under both Acts are 
scheduled to come into effect around autumn 2027.

Accessing and neutralising attackers’ servers

When communications indicating a cyberattack – or 
the suspicion of one – are detected, and if inaction 
could result in serious harm to life, physical safety, 
or property, designated police officers may order or 
carry out necessary measures to prevent harm. These 
measures may include accessing or neutralising the 
servers used by attackers.

Furthermore, in cases involving highly organised and 
planned cyberattacks conducted by foreign actors, 
the Prime Minister may order the Self‑Defence Forces 
to implement communications protection measures.

All such actions require prior approval from the inde-
pendent Cyber Communications Information Over-
sight Commission.

Rising toll of ransomware attacks
Despite the Japanese government’s efforts to 
advance active cyber defence, cyberattacks targeting 
Japanese companies continue to grow more severe. 
In September 2025, Asahi Group Holdings – a major 
beverage manufacturer – suffered a ransomware 
attack that resulted in leaked personal information and 
system disruptions, forcing a temporary suspension of 
shipments and causing significant operational impact.

In October 2025, ASKUL, an operator of online retail 
platforms, experienced a ransomware incident that 
led to the leakage of personal information and the 
temporary shutdown of all e‑commerce sites.

Autonomous Mobility
Overview
Building on the Mobility Roadmap 2025 released in 
June 2025, the Government of Japan is accelerating 
both legislative and operational efforts to shift auton-
omous driving from pilot programmes to real‑world 
deployment. This begins with designating “Priority 
Commercialisation Areas” and will culminate in an 
updated roadmap following the fiscal 2025 progress 
review (toward Roadmap 2026).

Japan’s regulatory approach continues to emphasise 
balancing technological innovation with integration 
into existing public transportation and protecting 
victims. This includes introducing a Japan‑style ride-
share model designed to coexist with buses and taxis, 
as well as maintaining, for Level 4 automated driving, 
the traditional “Liability of the person responsible for 
the operation of a vehicle” – a civil liability system akin 
to strict liability. In early 2025, the government con-
solidated policy directions on safety evaluation criteria 
and damages liability in preparation for commercialis-
ing robotaxi services.

Liability allocation and business model certainty 
for robotaxi commercialisation
Since a 2018 Ministry of Land, Infrastructure, Trans-
port and Tourism (MLIT) study group report, Japan 
has signalled its intention to preserve the traditional 
“Liability of the person responsible for the operation 
of a vehicle” during the transition to Level 4 automa-
tion. However, that early policy did not fully anticipate 
today’s complex consortia involving autonomous driv-
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ing system providers and transportation operators. In 
particular, when essential operational management 
tasks are outsourced to external technology com-
panies, the identity of the primary legally responsible 
“Vehicle Operator” had remained uncertain.

MLIT’s April 2025 Report of the Study Group on Dam-
ages Liability under the Automobile Liability Security 
Act for Autonomous Driving toward the Introduction 
of Robotaxis addresses this gap. It concludes that 
even when a passenger motor vehicle transportation 
business operator (the transportation principal) col-
laborates with an autonomous driving system provider 
and outsources operational management, the trans-
portation principal – who holds ultimate operational 
control – will, in principle, bear liability as the “Person 
responsible for the operation of a vehicle.” This main-
tains consistency with the Automobile Liability Secu-
rity Act by ensuring that the transportation operator 
remains the primary liable party for accident‑related 
losses, regardless of outsourcing arrangements.

Subsequently, the May 2025 Autonomous Driving 
Working Group: Interim Summary clarified contrac-
tual allocation of responsibilities and operational 
standards for cases where a transportation operator 
obtains the necessary permissions and outsources 
certain functions. Together, these instruments provide 
a more predictable legal foundation for robotaxi com-
mercialisation.

Operationalising safety evaluation (adoption of the 
C&C human driver benchmark)
Historically, the safety standards for automated driv-
ing devices under the Road Transport Vehicle Act 
were high‑level – requiring systems not to endanger 
traffic and to ensure occupant safety – but offered 
limited predictability about what quantitative perfor-
mance levels would satisfy regulatory requirements.

To address this, MLIT’s March 2025 Report of the 
Study Group on Measures to Ensure the Safety Per-
formance of Autonomous Vehicles sets a direction 
aligned with June 2024 guidelines, aiming to estab-
lish concrete, testable safety benchmarks informed by 
discussions at WP.29, the World Forum for Harmoni-
zation of Vehicle Regulations. A key element is opera-
tionalising the requirement that autonomous systems 

achieve safety equivalent to or greater than that of a 
“Competent and Careful Human Driver” (C&C human 
driver). The report also expands the scenario‑based 
approach, requiring validation across a compre-
hensive set of risk scenarios expected in real‑world 
driving environments. Together, these measures are 
solidifying a more detailed and predictable evaluation 
framework for autonomous vehicle safety.

Advancing the mobility organiser function through 
the Mobility Roadmap 2025
Although autonomous driving pilots have taken place 
across Japan, many have struggled to achieve sus-
tainable commercial operations and have remained 
short‑term demonstrations. In rural areas especially, 
buses and taxis often operate in isolation, preventing 
regions from breaking a cycle of declining demand 
and constrained supply.

The Digital Agency’s Mobility Roadmap 2025 seeks 
to shift from demonstration‑based efforts to com-
mercialisation in designated “Priority Commerciali-
sation Areas,” with fiscal 2025 progress feeding into 
the Roadmap 2026 update. A central feature of this 
transition is the establishment of a mobility organiser 
(Kotsu‑Shosha) function. This body is responsible 
for identifying latent local mobility demand and co-
ordinating the centralised management and dispatch 
of multiple transport modes, including buses, taxis, 
rideshare services, and autonomous vehicles.

By integrating demand visualisation, demand aggre-
gation, and service planning – and by driving practi-
cal implementation among operators – this approach 
supports not merely the introduction of new technolo-
gies but the structural reform of regional transporta-
tion management as a matter of policy.

Dark Patterns in Japan
Overview
Regulatory attention in Japan has increasingly turned 
toward dark patterns – user‑interface (UI) designs that 
exploit cognitive biases to steer consumers toward 
unintended or disadvantageous choices. These prac-
tices are now viewed as a structural issue within digital 
markets, often emerging from automated optimisa-
tion methods such as A/B testing or conversion‑rate 
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maximisation rather than solely from deliberate mis-
conduct.

Statistical insights and findings
A March 2025 research paper by the Consumer Affairs 
Agency (CAA)-affiliated researchers audited 102 major 
websites and highlighted the prevalence of such prac-
tices.

•	Pre‑selection – over 70% of the audited sites 
used pre‑checked boxes for subscriptions or paid 
services. In the cosmetics, food, and general shop-
ping categories, usage reached 100%.

•	False hierarchy – approximately 70% of platforms 
visually emphasised preferred options (eg, pre-
mium plans) while making alternatives less notice-
able.

•	Obstruction – many services imposed procedural 
hurdles that made cancellation more cumbersome 
than enrollment. Regulatory actions have already 
been taken against cosmetics e‑commerce opera-
tors that used complex navigation or automated 
phone systems to impede contract termination.

•	Sneaking – this includes tactics like drip pricing, 
where mandatory fees are hidden until the final 
transaction stage, and hidden subscriptions, where 
free trials convert to paid plans without clear dis-
closure.

Regulatory landscape in Japan
Japan does not yet have a single comprehensive law 
specifically targeting dark patterns. Instead, authori-
ties address these issues through several existing 
statutes.

Act on Specified Commercial Transactions
Recent amendments have targeted deceptive sub-
scription models. The Act requires final confirmation 
screens to clearly display contract terms and cancel-
lation procedures. Enforcement frequently focuses on 
obstructive cancellation flows that violate transpar-
ency obligations.

Act against Unjustifiable Premiums and Misleading 
Representations
This law prohibits misleading statements about price 
or quality. Practices such as fabricated social proof 
and drip pricing fall under its scope. Since October 
2023, “stealth marketing” – concealing advertis-
ing intent – has also been explicitly classified as an 
offense.

Act on the Protection of Personal Information
A key concern under this Act is the validity of user 
consent for data processing. Consent obtained 
through manipulative or misleading UI designs may 
be considered legally invalid.

Outlook
Dark patterns pose risks not only to consumer wel-
fare but also to market integrity and institutional trust. 
While such designs may temporarily boost conver-
sions, they carry significant legal and reputational 
risks. From a competition policy perspective, these 
practices may distort fair market conditions. Under 
the Antimonopoly Act, certain dark‑pattern‑like tactics 
may constitute “deceptive customer inducement,” 
prompting enforcement to prevent situations where 
“bad practices drive out good”.

The March 2025 CAA study identifies several areas for 
future regulatory development.

•	Holistic assessment – evaluating the combined 
effect of multiple dark patterns rather than assess-
ing individual tactics in isolation.

•	Classification frameworks – adapting international 
typologies of manipulative design to the specific 
characteristics of the Japanese digital market.

•	Empirical validation – conducting further experi-
ments to quantify consumer impact and clarify the 
boundary between acceptable marketing practices 
and prohibited manipulation.
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